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Overview

d | REULING| different protocols (e.g. IPX over TCP/IP)

Problems

Olerhead (Wasted Traffic, TCP over TCP)
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omplexity (Debugging, Quality of Service, Statistics)



Requirements
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- Conipatibility

ViNSispieiovide mtu < 1500 bytes

R RGIINERLS |5endance on ICMP)
BOWHOVErneac |

' ifreughput (packet overhead)

Ld ency (connectionless vs connection-oriented)
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2ar down & start up time

* Rolustness



GRE and IP/IP

EesyAConiiguration

IRIRUIEIREHENdEmo mode gre remote 172.19.20.21 local 172.16.17.18 ttl 255
o ip link set c2ioRtds

RSNl iae N0 0.1.1 dev demo
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_)fr-l\j\/(a

NG security

0 fragmentation (MTU Problem)

ack of features (Compression, Traffic Shaping)



MPPE/PPTP

a4 3 Compaﬂbiﬂty Windows, UNIX/Linux, MAC)
- Weai Seelffiyg ‘40 bit, 128-bit CHAP, MS-CHAPV?2)

Sielteyverhead (PPP)

Milerosoft Standard
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= [LaEk ol features (Compression, Traffic Shaping)
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head (UDP)

CIPE

Cryptography (OpenSSL)




IPSec

npliant
sERplEnce; Encryption, Compression
DICISEICKS
Signoearnds Compliant
o Eaekior features (Traffic Shaping)
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UX Implementations
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OpenVPN

Cryptography (OpenSSL)
RUEPHVENCOompression (LZO)

Treiffic Sipkeloligle

SeLICIIE

gr )eédifor frequent reconnects

FCOon and-lme parameters & configuration file
Rbbust?
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StegTunnel

‘Whal is it?

HEWACBES) It Work?
SGEESEGEnce Number (32-bit)
s Eiiicaiion Number (16-bit)
SVIVARGT other fields?

EUrtiger reading
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